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RISK GRADE RISK SCORE LAST SCAN STATUS
34/100 Mar 13, 2026 14:52 Active
Executive Summary
SUBDOMAINS OPEN PORTS OPEN FINDINGS CRITICAL
Vulnerability Findings (8)
SEVERITY TITLE CATEGORY CVE CVss STATUS
m SSL Certificate Expiring in 33 Days SSL/TLS - - Open
m SPF Record Too Permissive Email Security - - Open
m Cookie Without Secure Flag Configuration - - Open
m Missing X-Frame-Options Header Configuration - - Open
Missing X-Content-Type-Options Configuration - - Open
Server Version Disclosure Configuration - - Open
[ HIGH | Exposed Redis on Port 6379 Port/Service - - Open
[ HIGH | Missing DMARC Record Email Security - - Open



Discovered Subdomains (20)

SUBDOMAIN IP ADDRESS STATUS
backup.acmecorp.com 104.21.218.246 Active
internal.acmecorp.com 104.21.225.191 Active
staging-api.acmecorp.com 104.21.191.141 Active
api-v2.acmecorp.com 104.21.28.114 Active
hr.acmecorp.com 104.21.55.136 Active
crm.acmecorp.com 104.21.196.26 Active
support.acmecorp.com 104.21.48.195 Active
blog.acmecorp.com 104.21.193.197 Active
docs.acmecorp.com 104.21.42.233 Active
monitor.acmecorp.com 104.21.209.207 Active
ci.acmecorp.com 104.21.111.230 Active
git.acmecorp.com 104.21.147.1 Active
status.acmecorp.com 104.21.234.193 Active
cdn.acmecorp.com 104.21.193.107 Active
portal.acmecorp.com 104.21.59.225 Active
admin.acmecorp.com 104.21.120.50 Active
dev.acmecorp.com 104.21.107.214 Active
vpn.acmecorp.com 104.21.3.140 Active
mail.acmecorp.com 104.21.59.35 Active
www.acmecorp.com 104.21.82.90 Active
Open Ports (6)
PORT SERVICE PRODUCT VERSION
104.21.50.23:6379 Redis - Redis 7.2
104.21.50.23:3306 MySQL - MySQL 8.0
104.21.50.23:8443 HTTPS-alt - Apache Tomcat
104.21.50.23:22 SSH - OpenSSH 8.9
104.21.50.23:80 HTTP - nginx/1.24.0
104.21.50.23:443 HTTPS - nginx/1.24.0

SSLITLS Certificate

Subject -

Issuer Let's Encrypt



Expires -

TLS Versions TLSv1.2, TLSv1.3

DNS Configuration

TTL 300
VALUE nsl.cloudflare.com

RECORD_TYPE NS
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